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Agenda 
07:30 – 07:45  Registration. 
 

07:45 – 08:00  Introduction – What are the GDPR requirements for the Keyhouse application.  
   Presented by Brian Sweeney (Keyhouse) 
 

08:00 – 08:45  A Summary of the new GDPR Tools. 
 Presented by Martina Winters (Keyhouse) 
 

• The Right to be Forgotten - Purging Files  

• Subject Access Request/Data Portability - Exporting Client Data  

• Privacy by Design – Security Profiling for Groups and Users 

• Secure Collaboration & Communication – Sharefile (email encryption) 

 

08:45 – 09:00 Close – Summary, Survey Results and Q & A - Presented by Brian Sweeney (Keyhouse) 
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Throughout the event we’re going to ask a series of questions which we’d like 
you to answer. 

 

You’ll use your phones, tablet, or laptop to respond.  Please get your device 
ready as we want you to participate – just remember to keep it on silent! 
  

You don’t need to download anything – just simply type in the URL below into 
your web browser 

pollev.com/Keyhouse 

Let’s do a quick poll now to get the hang of it. Everyone take out your device and 
tell me –  

Will the GDPR have a major impact on your business? 

 

 Wait for the poll/question, respond with your answer and select Submit 

1. What’s going on 

2. Lets try one 
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What is the GDPR? 

• The GDPR replaces the Data Protection Act (DPA) 1988 (amended in 2003).  
 

• Same basic principles as the current Data Protection law but strengthened. 
  

  Transparency  
  Purpose Limitation 
  Data Minimisation 
  Accuracy 
  Storage Limitation 
  Integrity and Confidentiality 
  Accountability – Evidence of Compliance through process & documentation. 

 
• Empowers the consumer with new rights and more control over their data. 
 

• Higher penalties for non compliance. 
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Impact on Law Firms 

 The impact on you (law firms) is twofold; 
 

ensuring your current systems have the tools required to deliver on the 
GDPR requirements, 
 

ensuring you have the capability to implement & document the 
processes required to meet the GDPR requirements. 
 

 Focus on the new tools/features that your Keyhouse application will have to 
help you in the delivery of your GDPR requirements. 
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What will be Excluded from this Seminar 

 Designing processes to meet your GDPR requirements. 
 

 Delivering documentation around your GDPR requirement. 
 

 How your firm should be preparing for the GDPR. 

 
 Advising you on your IT infrastructure security requirements. 
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What will be Included in this Seminar 

 The Right to be Forgotten - Purging Files.  
 

 Subject Access Request/Data Portability - Exporting Client Data. 
 

 Privacy by Design – Security Profiling for Groups and Users. 

 
 Secure Collaboration & Communication – Sharefile (email encryption). 

Tools to assist the firm in managing the GDPR 
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Where does Keyhouse fit in? 

 Its your Case Management System - manages and stores personal data. 

 

 Important tool to assist with GDPR compliance. 

 

 Correct File Opening and Closing Processes are paramount to assist in meeting 
GDPR requirements. 

 

 Foundation for meeting Data Protection Principles and new Individual Rights. 

 

 Accurate and complete data entry is cornerstone. 
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File Closing Procedure 
 

Should already be familiar with this –  
 

Ensure: 

 all balances are nil,  

 all time is posted to the ledger 

 Tasks in the Case Diary are marked as complete 

      No undischarged Undertakings 
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                      File Closing Procedure – Destroy Date 

To close a matter, go 
to Case Details, 
Archive and tick the 
box marked Closed.  
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Storage Limitation 

“Personal Data shall be kept in a form which permits identification 
of data subjects for no longer than is necessary for the purposes for 

which the personal data are processed” 

 

Complete & Accurate data entry and a File Closing procedure is 
vital for reporting on Data that can be and should be deleted. 

 



Getting your Ducks in a row 
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Greater Controls for Data Subjects 
 

 Right to be forgotten also known as Data Erasure 

 Right to Access 

 Data Portability 

 Privacy by Design 

 

GDPR – Key Changes 
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Data Erasure – Right to be Forgotten 

GDPR provides individuals with broader rights to 
have their data erased without undue delay: 

 

 “Where the personal data is no longer 
necessary in relation to the purposes for which it 

was collected” 
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GDPR Keyhouse Functionality 

Erasing/Purging Data 

Must be logged in as an administrator 

In System Configuration – Enable Destroy Matter must be ticked. 
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                      Destroy Matter Wizard – Step 1 
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                      Destroy Matter Wizard – Step 2 
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Destroy Matter Wizard – Step 3 
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Where to start? - Data Cleansing Tip  
 Dormant Matters Report will identify matters/cases which could have been 

closed but have remained open.  

 

 

 

 

 

 

 

 Any such matters should be closed and their destroy dates set as soon as 
possible.  
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Subject Access Requests  

What information is an individual entitled to under the 
GDPR? 

 

 purpose of processing. 

 access to their personal data; and 

 other supplementary information – largely corresponds 
to the information that should be provided in a privacy 
notice. 
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Keyhouse GDPR Functionality – SARs 
  

Use existing Keyhouse Functionality to build a precedent document 
(SAR Template) with UDFs for the required fields and pre populated 
paragraphs outlining privacy notices. 

 

Option to gather client data in a form when opening a file. 

 

Use Document Manager to export personal data and documentation to 
a “commonly used machine-readable format” i.e. Word/Excel/PDF. 
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Sample Template SAR Form 

This data is stored in 
the Client Details 

Screen. 
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Subject Access Requests – Document Manager 
 

 

 



Individuals’ rights  
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Data Portability 

The new right to data portability enables individuals to 
obtain their data and move it to another controller 

without hindrance. 

 

Only applies to personal data an individual has 
provided to a controller and not data generated by the 

controller. 
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Data Portability 
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Data Privacy by Design & by Default 

 Has existed for years but only just becoming a legal 
requirement as part of the GDPR now. 

 

 Aims to establish a new culture of privacy by design 
and by default, by requiring data privacy to be 
embedded into a business. 
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Data Privacy by Design & by Default 

Privacy by design:  

 Data protection to be included from the beginning and not 
“an after thought”. 

 

Privacy by default:  

 Ensure that by default, personal data is processed only for 
the specific purpose for which it was obtained and access to 
personal data is limited to only those resources needed to 
carry out the processing of the case. 
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Record Security in Keyhouse 
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“Privacy by default” 

How does the Record Security Module work?  

 

 Users are assigned to record security groups and the same 
security group are assigned to Client/Matters. 

 Users only have access to client/case information that they are 
assigned to.  

 Works on a Client & Matter/Case level.   
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How Keyhouse can assist 

 Services to help your firm in implementing the new tool. 
 

 Training in the area of Security Profiling. 
 
Assisting your IT Supplier with regards to IT security around 

the Keyhouse solution -  (Outlook Addin). 
 
 Further research into Secure Collaboration & Communication 

– Citrix Sharefile (email encryption). 
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Keyhouse & Sharefile 

Share documents seamlessly using Keyhouse connector to Share file. 

Fast, easy, secure file sharing for your firm 

Share files with client’s, Barristers, solicitors and other associates 
without sacrificing security and convenience. 

Remove the e-mail attachment nightmare. 

Access your shared data anywhere from any device. 

Control your data with tracking features and control exactly who is 
viewing your files and when. 

 

Lawyers get secure access to files from any device, any time and all of this 
delivered through the Keyhouse Document Management application. 
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Keyhouse & Sharefile 

Share your files securely on the “cloud” through the Keyhouse Document 
Management application. 
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Keyhouse & Sharefile 

Clients and 3rd parties can access your files securely on the “cloud”. You will have full visibility 
on who accesses your files. 


